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Abstract
The act of using technology such as computers and networks to carry out crime is referred to as computer-oriented crime. The cases of cybercrime are increasing day by day as technology advances. This paper mainly discusses mechanisms that can be used to protect the data and resources from unauthorized users by the use of the firewall. 
        We are living in the current cyber world, where cybercrime is emerging issues and needs to be addressed as soon as possible. Gone are the days when criminals used to cause violent crime. Criminal carry out crimes online by use of computers, laptops, phones connected to the internet. This crime can be done to harm a target host or to advance other criminal activities Cavelty2016). Most universities and colleges are facing a lot of data interference. According to research done by Symantec's Internet Security Threat Report (2015) shows that 6.6% of data interference was reported from the education sector, 39.3% data breach in health services while 6.6% of business services. Wall, D. S. (2017).
       To prevent and detect the use of personal data without their permissions, we use a designed device called firewall. , a firewall is defined as a network security device that monitors incoming and outgoing traffic network traffics and decides whether to allow or block specific traffic based on a limited set of safety rules. Their primary function of these firewalls is to control the flow of IP traffic incoming and outcoming from a network. Firewalls are the best devices to control these increasing Cyber Crimes.
      Cybercriminals can easily access stored data and resources in a computer if a firewall does not support the network. As a result, essential documents may be lost; services may be changed and also data deletion from the database Johnson, M. (2016). Therefore, for colleges and universities to protect their data from unauthorized users, they should include firewalls in their network.
       There are several types of firewall: Stateful Inspection Firewall, Packet Filtering Firewall, Application Level Gateway, and Circuit Level Firewalls. These firewalls follow a set of rules by checking all packets flowing through input and output and finally determines which services to pass through a firewall. To understand the importance of firewalls in the network, let's use Maryland University that faced a data breach. Johnson, M., (2016).
       In 2014, the University of Maryland College Park (UMCP) its data was interfered with where essential information got lost. The research was conducted to know the cause of data breach, which leads to loss of documents such as identification number, date of birth, names, social security numbers, and other materials. The result showed that the firewall was a vulnerability, which had not secured the school web server and all networks properly.
       The further finding also indicated that the school's firewall was connected to a public network which had mediocre packet filtering firewall which could not protect the network access adequately. The university could have prevented its data by using their firewall as the primary point where UMCP network would be connected and also the use of high-quality packet level Firewall to enhance traffic network regulation. Wall, D. S., (2017).




Conclusion
In this paper, we discussed four main types of firewall: Packet filtering firewall, stateful inspection firewall, Application gateway level firewall and Circuit gateway level which can be used in networks to make our data and resources secure.
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